MEMORANDUM

Agenda Item No. 8(E) (1)

TO: Honorable Chairwoman Rebeca Sosa DATE:
and Members, Board of County Commissioners’

FROM: R. A, Cuevas, Jr. SUBJECT:
County Atlorney

March 4, 2014

Resolution authorizing execution
of a Memorandum of
Understanding for the Drivers
License and/or Motor Vehicle
Record Data Exchange between
Miami-Pade County on behalf of
the Miami-Dade Fire Rescue
Department and the Florida
Department of Highway Safety
and Motor Vehicles

The accompanying resolution was prepared by the Miami-Dade Fire and Rescue Department and
placed on the agenda at the request of Prime Sponsor Commissioner Sally A. Heyman.

R. A. Cuevas, Jr. |
County Attorney
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Memorandum =

Date: March 4, 2014
To: Honorable Chairwoman Rebeca Sosa :
and Members, Board of Couryy‘ﬂmissioner&g%
" ey
From: Carlos A. Gimenez  /_.E3520 0 e
Subject: Resolution Authorizing a Memo:’anﬁh@ of Understanding for the Drivers License

and/or Motor Vehicle Record Data Exchange between Miami-Dade County and the
Florida Department of Highway Safety and Motor Vehicles

Recommendation ,

It is recommended that the Board of County Commissioners approve the attached Memorandum of
Understanding between the Florida Department of Highway Safety and Motor Vehicles, and Miami-Dade
County, on behalf of the Miami-Dade Fire Rescue Department, authorizing a data exchange from the
Driver and Vehicte Information Database. This data exchange will provide the Miami-Dade Fire Rescue
Department with vital information to confirm compliance with Florida Statute 401.281. The Memorandum
of Understanding is effective upon execution and lasts for a period of three years. There are no costs
associated with this data exchange.

Scope
This Memorandum of Understanding is countywide.

Fiscal Impact/Funding Source
There is no fiscal impact with this Memorandum of Understanding.

Track Record/Monitor
The MiamiDade Fire Rescue Department's Emergency Medical Services Division Chief, John
Krumenacker, will monitor this Agreement.

Background
Effective July 2011, the Florida Department of Highway Safety and Motor Vehicles required all cities and

county government agencies to have a Memorandum of Understanding to obtain driver's license
information using an existing Network Provider Service. Title XXIX, Section 401.281 of the Florida
Statutes requires licensed emergency medical services providers such as Miami-Dade Fire Rescue to
ensure that each of its vehicles is driven by only qualified personnel. To do this, Miami-Dade Fire
Rescue must obtain a driver history for each of the depariment's sworn personnel every two years.
These transcripts are reviewed by Miami-Dade Fire Rescue’s Emergency Medical Services Division and
every two years are audited by the State of Fiorida Bureau of Emergency Medical Services, The most
recent audit was conducted in the fail of 2012 and Miami-Dade Fire Rescue expects to be audited again
in late 2014. The Memorandum of Understanding will provide a data exchange to the Miami-Dade Fire
Rescue Department for a period of three years,
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(Revised)

TO: Honorable Chairwoman Rebeca Sosa DATE: - March 4, 2014
and Members, Board of County Commissioners

Ko

FROM: R.A. Cudvas, }rt}  SUBJECT: Agenda Ttem No. 8(E) (1)
County Attorney :

Please note any items checked.

“3-Day Rule” for committees applicable if raised
6 weeks required between first reading and public hearing

4 weeks notification to municipal officials required prior to public
hearing

Decreases revenues or inereases expenditures without balancing budget
Budget required
Statement of fiscal impact required

Ordinance ereating a new board requires detailed County Mayor’s
report for public hearing

Neo commitiee review

Applicable legislation requires more than a majonty vote (Le., 2/3%s R
3/3°s ___ ,unanimous ____ }to approve .

Current information regarding funding source, index code and available
balance, and available capacity (if debt is contemplated) required



- Approved Mayor Agenda Item No. 8(E) (1)
Veto 3-4-14

Override

RESOLUTION NO.

RESOLUTION  AUTHORIZING EXECUTION OF A
MEMORANDUM OF UNDERSTANDING FOR THE DRIVERS
LICENSE AND/OR MOTOR VEHICLE RECORD DATA
EXCHANGE BETWEEN MIAMI-DADE COUNTY ON
BEHALF OF THE MIAMI-DADE FIRE RESCUE
DEPARTMENT AND THE FLORIDA DEPARTMENT OF
HIGHWAY SAFETY AND MOTOR VEHICLES; AND
AUTHORIZING THE COUNTY MAYOR OR COUNTY
MAYOR’S  DESIGNEE  ACTION TO  EXECUTIVE
AMENDMENTS, RENEWALS, AND EXTENSIONS AND TO
EXERCISE THE CANCELLATION PROVISIONS
CONTAINED THEREIN

WHEREAS, this Board desires to accomplish the purposes outlined in the accompanying
Memorandum, a copy of which is incorporated herein by reference,

NOW, THEREFORE, BE IT RESOLVED BY THE BOARD OF COUNTY
COMMISSIONERS OF MIAMI-DADE COUNTY, FLORIDA, that this Board finds it 1s in
the best interest of Miami-Dade County to approve the executiqn of a Memorandum of
Understanding for the Drivers License and/or Motor Vehicle Record Data Exchange between
Miami-Dade County, on behalf of the Miami-Dade Fire Rescue Department and the Florida
Department of Highway Safety and Motor Vehicles, in substantially the form attached hereto and
made a part hereof, and authorizes the County Mayor or County Mayor’s designee to execute the
Agreement for and on behalf of Miami-Dade County, and to execute any amendments, renewals

and extensions of same, and to exercise the cancellation provisions contained in the Agreement.



Agenda Item No. 8(E) (1)
Page No, 2

The foregoing resolution was offered by Commissioner
who moved its adoption. The motion was seconded by Commissioner
and upon being put to a vote, the vote was as follows:

Rebeca Sosa, Chairwoman
Lynda Bell, Vice Chair

Bruno A. Barreiro Esteban L. Bovo, Jr.
Jose "Pepe" Diaz Audrey M. Edmonson
Sally A. Heyman Barbara J. Jordan
Jean Monestime Dennis C. Moss

Sen. Javier D. Souto Kavier L. Suarez

Juan C. Zapata

The Chairperson thereupon declared the resolution duly passed and adopted this 4™ day
of March, 2014. This resolution shall become effective ten (10) days after the date of its
adoption unless vetoed by the Mayor, and if vetoed, shall become effective only upon an
override by this Board.

MIAMI-DADE COUNTY, FLORIDA
BY ITS BOARD OF

COUNTY COMMISSIONERS
HARVEY RUVIN, CLERK

By:
Deputy Clerk

Approved by County Attorney as b]:
to form and legal sufficiency. )

Daniel Frastai



MEMORANDUM OF UNDERSTANDING
 DRIVERS LICENSE AND/OR MOTOR VEHICLE RECORD DATA EXCHANGE
Contract Number

This Memorandum of Understanding (MOUY) is made and entered Into by and between Miami-Dade Fire Rescue
hereinafter referred to as the Requesting Party and the Department of Highway

Safety and Motor Vehlcles herelnafter referred to as the Providing Agency.

I Purpose of the Data Exchange

The purpose of this MOU is to establish conditions under which the Providing Agency agrees fo provide electronic
access to driver license and motor vehicle data to the Requesting Party as follows:

Type of Data Reguasted Statutory Feas (subject to change by the Legislature)
O DL/DMV transaction data No Charge

O Driver ficense status O $0.60/record, pers. 320.05

O Motor vehicle status {1 $0.50/record, per 5. 320,08 F.8.

U1 Driver license transcript (3-year) O $8.00frecord, per s. 322.20, F.8.

£1 Driver llcense transeript (7-year or complete) ‘[0 $10.00/record, per 5. 322.20, F.5

O Cost recovery fee for TML, Inc. 0 $0.02/record (rounded to nearest $6,01 daily prior

to electronic funds transfer. TML will determine fee on
an annual basis}

O wotor vehicle list {1 $0.01/record, per s, 320,05, F .S,
0 Driver license list LT $0.01/record, per s. 322.20, F.S.
[ Driver record search C $0.01/record or $2.00/record if no record Is found,
per s, 322.20, F.8,

1 Motor vehicle record 00 $0.50/record, per s. 320.05, F.S.
O Residency verification O $0.01/record, per s, 322,20, F.S.
1 DAVID (criming| justice use only) N/A
DAVE (government agencies only} N/A

O] with Photos/Signatures
1 Motor Vehicle insurance Data N/A
Exchange/Verification

* TML Information Services, Inc. owns and operates the computer hardware and software that allows remote-
interactive accass to the databases of the Providing Agency for the Requesting Party. For each single transaction
received by the system, one type driver license history will be returned.

[T The Requesting Party is not requesting personal information and/or Is not yualified to obtain personal information
pursuant to the Driver's Privacy Protection Act.

@ The Requesting Party is requesting personal information and declares that it is qualified to obtain personal
information under the following exception numbers, as listed in Attachment 1, authorized by the Driver Privacy
Protection Act: 2 . Personal information will be used as follows:

Review driver history on current and prospectlve employees

] The Reguesting Party is authorized to receive a o-dight social security number| _la 4-diglt social security
number, pursuant to Chapter 119, F.S,, or other applicable faws.

O The Requesting Party Is authorized to receive ihsurance data on a per record basis for the purposes, pursuant to
section 713.78{4)(b}, F.S., or other applicable laws. The Requesting Party may only re-release this information fo
parties authorized to recelve [t under section 712.78(4)(b), F.8.

Received by (InitialiDate)
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fl. Pefinitions
A. "Driver's Privacy Protection Act” (DPPA) — 18 United States Code section 2721 el seq,

B. “Providing Agency” - The Department of Highway Safety and Motor Vehicles. The agency responsible for
granting access to driver license and/or motor vehicle data to the Requesting Party.

C. "Requesting Party” — Any entity type that is expressly authorized by section 118.0712(2), Florida Statutes
and DPPA to receive personal information and highly restricted personal information that requests
information contained in a driver license, motor vehicle, or traffic crash record,

D. *Parfles” ~ The Providing Agency and the Reguesting Pariy.

E. “Third Party" — Any individual, association, organization, or corporate entity who receives driver license
and/or motor vehicle data maintained and released by the Providing Agency or Requesting Party.

F. "Government Entity" — Any federal, state, county, county officer, ar city government, including any court or
law epforcement agency.

G, "Network Provider’ — A Requesting Parly whose access is provided by remote electronic means through the
System fo request specific lypes of data at a minimum of 5,000 transactions per month. A six (6) month
startup period will be allowed for new Network Providers, during which time, less than 5,000 transactions per
month will be accepted.

H. "Personal Information” — information found in the motor vehicle or driver record which includes, but is not
limited to, the subject's driver identification number, name, address, telephone number, and medical or
disability information. Personal information does not include Information related to vehicular crashes, driving
violatlons, and drivar's staius.

1. "Vendor Number’ — A unigue number assigned to the Requesting Party by the Providing Agency that
identifies the type of record authorized for release and it's associated fees. Misuse of a vendor number to
obtain information is strictly prohibited and shall ba grounds for termination in accordance with Section EX.

J. "Driver license information” - driver license and identification card data collected and maintained by the
Providing Agency.

K. “Motor vehicle information” — title and registration data collected and maintained by the Providing Agency for
vehicles, and mobile homes. :

i, Leoal Authority

The Providing Agency maintains computer'databaSes'containing' information pertaining to driver licenses and mofor
vehicles pursuant to Chapters 319, 320, and 322, Florida Statutes; and

The driver license and motor vehicle data contained in the Providing Agency databases is defined as public record
pursuant to Chapter 118, Florida Statutes; and

The Providing Agency as custodian of the foregoing records may provide access by remote electronic means and
charge a fee for the direct and indirect costs of providing such access, pursuant to sections 119.0712(2), 320.05,
321.23, and 322.20, Florida Statutes, and other applicable rules and policles; and

The Requesting Party might obtain via remote electronic means blocked personal information exempt from public
disclosure as provided pursuant to section 119.0712(2), Florida Statutes, the Requesting Party shall maintain the
confldential and exempt status of such data. Anyone accessing records obtained per this agreement must ensure
that the end users of the records are complying with section 119.0712(2}, Florida Statutes and DPPA.

The Parties, In consideration of the promised and mutual covenants hereinafter contained, do hereby enter into this
MOU.
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IV. Siatement of Work

A. The Providing Agency agrees to:

1

10,

1.

Provide the Requesting Party with the technical specifications required to access driver license and/for
motor vehicle information in accordance with the access method being requested.

Allow the Requesting Party/Network Provider to electronically access driver license andfor motor vehicle
data,

Accept the Requesting Party/Network Provider's electronic requests and respond with appropriate data.
At & minimum, 80% of the responses to electronic requests from Network Providers will ocour within 16
seconds of recelving the transaction.

Collect all fees, pursuant to applicable Florlda Statutes, rules and policies for providing the glactronically
requested data, The fee shall Include all direct and indirect costs of providing remote electrenic access,
according to section 119.07(2){c), Florida Btatutes,

Collect ali fees duse for electronic requests through the Automated Clearing House actount of the
banking institution which has been designated by the treasurer of the State of Florida for such purposes.

Discontinue access of the Requesting Party for non-payment of required fees. The Providing Agency
shall not be responsible for the failure, refusal, or inability of the Requesting Party/Network Provider to
make the required payments, or interest on late payrments for perlods of delay attributable fo the action
or inaction of Network Providers,

Not indemnify or be liable to the Requesting Party/Network Provider for any driver license or motor
vehicle information, programs, job streams, or similar iterns delayed, lost, damaged, or desiroyed as a
result of the electronic exchange of data pursuant to this MOU, except as provided In section 768.28,
Florida Statutes.

Notity the Requesting Party/Network Provider thirty (30) days prior to changing any fee schedules when
it is reasonable and necessary to do so, as determined by the Providing Agency. All fees are
established by Florida law. Any changes in fees shall be effective on the effective date of the
corresponding law change. The Requesting Party/Network Provider may continue with this MOU as
modified or it may terminate the MOU in accordance with Section X, subject to the payment of all fees
Incurred prior to termination.

Perform ali obligations to provide access under this MOU contingent upén an annual appropriation by the
Legisiature.

Provide electronic access for Network Providers to driver license andior motor vehicle information 24
hours a day, 7 days per week other than scheduled maintenance or other uncontrollable disruptions.
Scheduled maintenance normally ocours Sunday mornings between the hours of 6:00AM and10:00AM.

Provide an agency contact person for assistance with the implementation of this MOU.

B. The Requesling Party agrees to:

For the Requesting Party, driver license and/or motor vehicle, information may only be used for the
express purposes describad herein, Information obtained from the Providing Agency by the Requesting
Party shall not be retained by the Requesting Party, unless obtained for a law enforcement purpose or
resold to any Third Party.

2. Be responsible for interfacing with any and all Third Party end users. The Providing Agency will not
interact directly with any Third Party end users. Requesting Party shail not give Third Party end Users
the name, E-mail address, and/or telephone number of any Providing Agency employee without the
express written consent of the Providing Agency. [This does not apply to Government Entittes.]
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3. Maintain a help desk for its Third Party end users, Personnel assigned fo this help desk shall be fully
trained on all aspects of the electronic access and shall be prepared to answer all Third Parly end user
questions. In cases where the Requesting Party/Network Provider help desk personnel are unable to
answer a question from a Third Party end user and that question must be answered by Providing Agenoy
personnel; the Requesting Party shall obtain the answer from the Providing Agency and then relay the
answer to the Third Party end user. [This does not apply to Government Entities.]

4, Ensure that its employees and agents comply with Section V. Safeguarding Information procedures of
this MOLL,

5, Not assign, sub-contract, or otherwise transfer its rights, duties, or obligations under this MOU without
the express written consent and approval of the Providing Agency.

6. Use the information received from the Providing Agency only for the purposes authorized by this
agreement.

7. Protect and maintain the confidentiality and security of driver license and/or motor vehicle information
received from the Providing Agency in accordance with this MOU and applicable state and federai law.

8. To the extent allowed by law, the Requesting Party shall defend, hold harmless and indemnify the
Providing Agency and its employees or agents from any and all claims, actions, damages, or losses
which may be brought or alleged against its employees or agents for the Requesting Parly's negligent,
improper, or unauthorized use or dissemination of information provided by the Providing Agency.

9, Update user access permissions upon termination or reassignment of users within 6 working days and
immediately update user access permissions Lipon discovery of negligent, improper, or unauthorized use
or dissemination of information. Conduct quarterly quality control reviews to ensure all current users are
appropriately authorized.

10, For all records containing personal information released to a Third Party, maintain for & period of § years,
records ldentifying each person or entity that recelves the personal information and the permitted
purpose for which it will be used. The Requesting Party shall make these records available for
Inspection upon request by the Providing Agency, [This does not apply to Government Entities.]

11. Pay all costs associated with electronic access of the Providing Agency's driver license and/or motor
vehicle information; such costs shall include all one time, recurring, and usage charges for all hardware,
software, and services required to connect to and use the electronic access. Payment must be in
advance of recelving any information or using electronic means as follows:

»  Complete and sign the appropriate document(s) to allow the Providing Agency's designated banking
institution to debit the Requesting Party's deslgnafed account,

»  Maintain ah account with & banking institution as required by the Providing Agency.

s Pay all fees due the Providing Agency by way of the Automated Clearing House account of the
Providing Agency's deslgnated banking institution. Collection of transaction fees from eligible and
authorized Third Party end users is the responsibility of the Requesting Party.

12, Minimum Transaction Leve! — In order to gualify for direct connection {o a port, the Network Provider
must agree to submit a minimum of 5,000 transactions per month for driver transcripts or 2,500
transactions for public records access program for motor vehicle/driver license status checks, A six-
month startup period will be allowed, during which time less that the minimum will be acceptable. In the
event the Network Provider does not maintain the minimum transaction per month beginning with the first
day of the seventh month and every month thereafter, the Network Provider's direct connection fo a port
will be ferminated.
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V.

Safeguarding Information

The Parties shall access, use and maintain the confidentiality of all information received under this agreement in
accordance with Chapter 119, Florida Statutes, and DPPA. Information obtained under this agreement shall only be
disclosed to persons to whom disclosure is authorized under Florida faw and federal law. Any person who wilifully
and knowingly violates any of the provisions of this section is guilty of a misdemeanor of the first degree punlshable
as provided in sections 119.10 and 775.083, Florida Statutes. In addition, any person who knowingly discloses any
information in violation of DPPA may be subject to criminal sanctions and civil Hability.

The Parites mutually agree to the following:

Vi

A.

Information exchanged will not be used for any purposes not specifically authorized by this agreement.
Unauthorized use includes, but Is rot limited to, queries not related to a legitimate business purpose,
porsonal use, and the digsemination, sharing, copying or passing of this information to unauthorized persons.

Information exchanged by electronic means will be stored in a place physically secure from access by
unauthorized persons.

Access to the information exchanged will be prolected In such a way that unauthorized persons cannot
review or retrieve the Information,

All personnel with access to the Information exchanged under the terms of this agreement will be instructed
of, and acknowledge thelr understanding of, the confidentiel nature of the information. These
acknowledgements must be maintained in a current status by the Requesting Party.

Ali personnel with access to the information will be instructed of, and acknowledge thelr understanding of,
the criminal sanctions specified in state law for unauthorized use of the data. These acknowledgements
must be maintalned in a current status by the Requesting Party.

All access fo the information must be monitored on an on-geing basis by the Requesting Party. In addition,
the Requesting Party must complete an annual audit to ensure proper and authorized use and
dissemination.

By slgning the MQU, the representatives of the Providing Agency and Requesting Party, on behalf of the
respective Parties aftest that their respective agency procedures will ensure the confidentiality of the
information exchanged will be maintained.

Compliance and Control Meastites

internal Control Attestation - This MOU is contingent upon the Requesting Party having appropriate
internal controls over personal data sold or used by the Requesting Party to protect the personal data from
unauthorized access, distribution, use, modification, or disclosure. Upon request from the Providing Agency,
the Requesting ‘Party must submit an atlestation from a currently licensed Certified Public Acgountant
performed In accordance with American Institute of Certified Public Accountants (AICPA) "Statements on
Standards for Attestation Engagement.” In lieu of submitting the attestation from a currently licensed Ceriifled
Public Accountant, Requesting Party may submit an alternate cerification with pre-approval from the
Department. In the event the Requesting Parly is a governmental entily, the attestation may be provided by
the entity’s internal auditor or inspector general. The attestation must indicate that the internal controls over
personal data have been evaluated and are adequate to protect the personal data from unauthorized access,
distribution, use, moadification, or disclosure. The attestation must be recelved by the Providing Agency within
180 days of the written request. The Providing Agency may extend the time to submit the attestation upon
written request and for good cause shown by the Requesting Agency.
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B. Misuse of Personal Information — The Requesting Party must immediately notify the Providing Agency and
tho affected indlvidual following the determination that parsonal information has been compromisad by any
unauthorized access, distribution, use, modification, or disclosure. The statement to the Providing Agency
must provide the date and the number of records affected by any unauthorized access, distribution, use,
modification, or disclosure of personal Information.  Further, as provided in sectlon 817.5681, Flotida
Statutes, the document must provide a statement advising if individuals whose personal information has
been compromised have been natified and, If not, when they will be nofifled. The statement must include the
corrective actions and the date these aclions are complsted by the Reguesting Party.

C. The Providing Agency shall recelve an annual affirmation from the Reguesting Party indicating compliance
with the requirements of this agreement no later than 45 days after the anniversary date of this agreement.

V. Period of Performance

This MOU shall be effactive upon the last signature of the Parties to this agreement and will remain in effect for three
years from the dale of execution, as provided on the next page. Once executed, this MOU supersedes all previous
agreements for these conditions of services defined in Section |,

VIii. Amendments

A. This MOU incorporates all prior negofiations, interpretations, and understandings between the Parties, and is
the full expression of thelr agreemaent,

B. This MOU may be subsequently amended hy written agreement between the Partles. Any change,
alteration, deletion, or addition to the terms set forth In this MOLU and its numbered addendums must be by
wrltten agresment executed by both Parties.

C. All provisions not in conffict with the amendment(s) shall remain in effect and are to bé performed as
specified n this MOU.

iX. Termination

A. This agreement may be terminated for cause by either party upon finding that the terms and cohditions
contatned herein are nol belng followesd. No written notice or notifying perfod will be required.

B. This agreement Is subject to unilateral cancellation by the Providing Agsncy without notice for failure of the
Requesting Party to comply with any of the requirements of the MOU and applicable Florida Stafutes,
including section 119.0712(2), Florida Statutes.

C. The Contract may be terminated upon thirty (30) days notice in writing to the Coniract Manager without

penally to either party. All obligations of either parly under the contract will remain in force during the thirty
{30} day notice period,
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IN WITNESS HERETO, the PARTIES have executed this Agreement by their duly authorized officials,

Requesting Party:

Miami-Dade County Fire Rescue

Company / Agency Name
9300 NW 41st Sireet

Street Address

Sulte
Doral, FL 33178

City, State Zip Code

By:

Printed/Typed Name

Title

Date

E-Mall Address

Phone Number

Fax Number

Technical Contact for FTP, Program Access

Printed/Typed Name

E-Mall Address

Phone Number

Point of contact for Web Application Access

Printed/typed Name

E-Mail Address

Phone Number

Data Exchange MOU (Rev. 06-01-2012)
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Providing Agency:

Florida Depariment of Highway Safety

and Motor Vehicles
2900 Apalachee Parkway
Tallahassee, Florida 32399

By:

Jonathan Kosberg

Printed/Typed Nams

Chief of Purchasing & Confracts

Tille

Date
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